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Chapter 5 # Internet of Things (loT) & Its Applications

What is 10T? (Internet of Things)

e Definition: |oT refers to a network of physical devices (“things”) embedded with
sensors, software, and connectivity that enable them to collect and exchange data
over the internet. ¢

e Core Idea: Connect the physical world (e.g., sensors, machines, wearables) to the
digital world (cloud, apps, Al) to enable real-time monitoring, automation, and
insights.

e Simple Idea: Connecting everyday objects (like phones, cars, appliances, sensors) to
the internet so they can talk to each other and to us.

e Goal: To make our lives more convenient, efficient, and automated.

e In Pakistan: It's a new and growing technology that can help solve many of our
country's problems.
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loT System Architecture:
A typical 0T ecosystem has four key layers:

1. Perception Layer (Sensing): Devices and sensors that collect raw data
(temperature, pollution levels, heart rate).

2. Network Layer (Connectivity): Communication methods such as Wi-Fi, 4G/5G,
Zigbee, Bluetooth.

3. Data Processing Layer: Cloud servers or edge devices that store, analyze, and
process incoming data.




4. Application Layer: User-facing apps and dashboards providing actionable insights.

How do we design an loT Application?

It's about using loT technology to solve a specific problem. The book gives two detailed
examples:

A. loT for Air Pollution Monitoring

e Problem: Bad air in big cities causes health issues.
e |oT Solution:
1. Sensors: Place sensors around the city to collect real-time data on pollutants
like CO, NO2.
2. Cloud: Send this data to the cloud (a powerful online computer) to store and
analyze it. It can create Air Quality Index (AQI) alerts.
3. Blockchain: Use Blockchain to keep the data secure and tamper-proof, so no
one can fake the pollution readings.

B. loT for Flood Management

e Problem: Floods cause damage and loss of life.
e |oT Solution:
1. Sensors: Place sensors in rivers and flood-prone areas to monitor water levels
and rainfall in real-time.
2. Cloud: The cloud analyzes this data to predict flood risks and send early
warnings for evacuation.
3. Blockchain: Keeps a secure record of relief efforts to ensure help reaches the
right people.

loT Applications for Pakistan

Here are areas where 10T can make a big difference in our country:
A. Smart Agriculture

e Uses sensors to monitor soil condition and weather.
e Drones help in monitoring crops and spraying pesticides.
e Benefit: Increases crop yield, reduces cost, and makes farming more efficient.

B. Smart Grid

e A smart grid is an intelligent electrical grid that can automatically detect problems,
adjust power flow, and communicate with devices to make electricity use more
reliable and efficient.




How It Works:

Traditional grids only send electricity one way (from power plant — home).
e Smart grids allow two-way communication — electricity and data move between
power providers and users.
e Smart meters and sensors collect real-time information about energy use and grid
performance.
e Benefits:
o Reduces power outages and energy loss.
o Improves efficiency and reliability of electricity supply.
o Enables use of renewable energy sources.
o Helps consumers monitor and reduce their electricity use.

Example:

If electricity demand is too high in one area, the smart grid can automatically reroute power
or send alerts to reduce load — preventing a blackout.

C. Smart Traffic Management

e Uses sensors on roads and traffic signals to monitor traffic flow.
e Benefits:
o Reduces traffic jams and travel time.
o Alerts drivers about congested routes and hazards.
o Uses RFID(Radio Frequency Identification) tags for automated gate entry and
cameras to catch traffic violators.

D. Smart Healthcare

e Wearable Devices: Smartwatches and bands that track your heart rate, blood
pressure, etc.

e Smart Hospitals: Beds that monitor patients and alert doctors. Ambulances that can
send patient data to the hospital before arrival.

e Benefit: Allows for remote patient monitoring, faster diagnosis, and better treatment.

E. Smart Manufacturing

e Uses robots and sensors to automate factories.
e Benefits:
o Increases production speed and quality.
o Makes the workplace safer for workers.
o Reduces costs and energy consumption.

F. Smart Homes

e Your home appliances (AC, lights, TV, security cameras) are connected to the internet
and can be controlled by your phone.




e Benefits:

o Remote control and monitoring.
o Saves energy (e.g., lights turn off automatically when you leave the room).
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o Improves home security.

. Natural Disaster Management

e |oT sensors can monitor environmental data to predict disasters like earthquakes,

floods, thunderstorms and landslides.

e Drones and robots can help in search and rescue operations.

e Pakistan's NDMA: The National Disaster Management Authority (NDMA) is
Pakistan’s main organization that manages and coordinates all activities related to
disasters and emergencies such as floods, earthquakes, and pandemics. It was

formed in 2007 to make the country better prepared for disasters, reduce risks, and help
people quickly during and after emergencies. NDMA works with provincial authorities,

the army, NGOs, and international organizations to provide rescue, relief, and

recovery support across the country.

e Has a mobile app to send early disaster warnings to people.

Active now — pilots & early

deployments

Mostly research / future potential

Smart grid / smart meters — pilot projects

by utilities (e.g., K-Electric, Karachi)

Precision agriculture at small farms —

research & limited pilot scale

Natural disaster early-warning — NDMA

mobile app & alerts

Fully integrated smart cities — still

developing

Traffic management — adaptive signal

pilots in Islamabad, Lahore

Nationwide healthcare loT (IoMT) — limited
hospital pilots

Smart homes — growing use in urban
areas (Karachi, Lahore, Islamabad)

Industrial loT for SMEs — large factories
only adopting now

Manufacturing/Industry 4.0 pilots —

predictive maintenance & automation

Automated irrigation & crop insurance —

promising but not widespread




Blockchain - The Digital Trust Machine

What is Blockchain?

e Simple Definition: Imagine a digital record book (ledger) that is not stored in one place,
like a school register, but is copied and shared across a huge network of computers.
This is a "distributed ledger."

e How it works: Data is stored in groups called "blocks." Each new block is connected to
the previous one using complex math (cryptography), forming a "chain."

e The Big ldea: Once a piece of information is added to the blockchain, it is nearly
impossible to change or delete it. This makes the data secure, transparent, and tamper-

proof.

Principle Meaning Example / Benefit

1. Decentralization No single authority controls data; No single bank or government
distributed among many computers server can manipulate data.
(nodes).

2. Transparency All transactions are visible to participants. | Increases trust among users.

3. Immutability Once recorded, data cannot be changed | Prevents fraud and corruption.
or deleted.

4. Security Uses strong cryptography to protect data. | Safe against hacking or

tampering.

5. Consensus All participants must agree before adding | Ensures data integrity.

Mechanism a new block.

6. Traceability Every transaction can be traced back to Useful for audits or supply
its origin. chains.

How can Pakistan use Blockchain?
A. In Voting

e The Problem: Traditional paper ballots can lead to allegations of rigging and
manipulation.
e The Blockchain Solution: It can create a secure digital voting system.
Benefits:
o Transparency: Everyone can trust that the results are accurate.
o Security: Prevents fraudulent votes.
o Efficiency: Faster results and reduced cost.

.
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e Example: The Election Commission of Pakistan can introduce blockchain-based e-voting
for overseas voters to ensure fair and transparent elections.




B. In Healthcare

e The Problem: Patient medical records are sensitive and can be vulnerable to hacking
or loss.

e The Blockchain Solution: Store patient records on a blockchain.

e Benefits:

o Security & Privacy: Data is protected by powerful encryption.

o Control: Patients could have more control over who sees their records.

o No Tampering: Prevents unauthorized changes to medical history.

.

.
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Example: Hospitals in Lahore and Karachi could use a blockchain health record system so doctors
can instantly view a patient's medical history anywhere.

C. In Banking

e The Problem: While online banking is convenient, it is exposed to risks of data
breaches and fraud.
e The Blockchain Solution: Make bank operations more secure and transparent.
e Benefits:
o Secure Transactions: Reduces financial fraud.
o Transparency: Every transaction is recorded clearly.
o Cost-Effective: Can make banking processes cheaper and faster.

.

Example: SBP (State Bank of Pakistan) could use blockchain for faster interbank transfers or a Central
Bank Digital Currency (CBDC).

D. In Education

e The Problem: Verifying degrees and certificates is time-consuming, and fake degrees
can be a problem.
e The Blockchain Solution: Store academic records (degrees, diplomas) on a
blockchain.
e Benefits:
o Easy Verification: Employers can instantly verify a candidate's qualifications.
No Fakes: Eliminates the use of fake credentials.
> Student Control: Students can own and share their official records securely.
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e Example: HEC (Higher Education Commission) could issue blockchain-verified degrees
to all graduates.

Cloud Computing - Your Stuff, Anywhere

What is Cloud Computing?

e Simple Definition: Instead of storing your files, photos, and software only on your
personal computer or phone, you store them on powerful internet-connected computers




(servers) owned by a company (like Google, Amazon, or Microsoft). You can then
access them from any device, anywhere with an internet connection.

e Simple Example: Think of your email (like Gmail). You don't store your emails on your
phone; they live on Google's servers ("the cloud"). You just log in to access them from
any device. That's cloud computing!

How can Pakistan use Cloud Computing?

A. In Government & Public Sector

e How it helps: The government can store vast amounts of data (like citizen records) securely in
the cloud. This helps different departments share information and make better, coordinated
decisions. It also allows them to provide more efficient online services to citizens.

Examples (Pakistan):

» The National IT Board (NITB) uses cloud infrastructure for Pakistan Citizen Portal and e Office
systems in government departments.

* The Punjab Information Technology Board (PITB) uses cloud servers for land record management
and online tax systems.

B. In Banking

e How it helps: Banks don't need to maintain expensive, physical server rooms. They can use
cloud services to:
o Save money on IT infrastructure.
o Provide better and more personalized online banking.
o Improve security against cyberattacks.

.
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Examples (Pakistan):
* Habib Bank Limited (HBL) uses Microsoft Azure for digital banking and data analytics.

* United Bank Limited (UBL) and Meezan Bank use cloud-based core banking systems to manage
mobile ‘apps and online transactions securely.

C. In Education

e How it helps:

o LMS (Learning Management System): Platforms like Google Classroom or Moodle run
on the cloud, allowing students to access course materials and submit assignments from
anywhere.

o Administration: Streamlines tasks like student enroliment and attendance tracking.

o Online Classes: Makes virtual classes and workshops easy and cost-effective.

Examples (Pakistan):

« Virtual University of Pakistan uses a cloud-based LMS for online lectures and exams.




* HEC (Higher Education Commission) provides Microsoft Teams and Google Workspace to
universities for remote learning and collaboration.

D. In Businesses

e How it helps: Businesses of all sizes can:
o Access their data and applications from anywhere, enabling remote work.
o Reduce costs by not buying their own servers.

o Get strong, built-in cybersecurity for their data.

.

Examples (Pakistan):
» Daraz.pk uses Alibaba Cloud to manage its e-commerce platform and sales data.
» Jazz and Telenor Pakistan use cloud solutions for digital services and customer management.

E. In Transport

e How it helps: Cloud computing can power intelligent transport systems for:
o Fleet Management: Tracking buses and trucks in real-time.

© Route Planning: Finding the most efficient routes.

o E-ticketing: Making public transport ticketing seamless.
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Examples (Pakistan):
» Careem Pakistan (a ride-hailing app) uses AWS Cloud for route optimization and trip management.
* Motorway Police use cloud-based tracking systems for vehicle monitoring and traffic updates.

F. In Healthcare

e How it helps:
o Doctors can easily view and share patient records from different hospitals in real-time.
o Enables telemedicine, where patients can have virtual consultations with doctors from
their homes.

Examples (Pakistan):

» Shaukat Khanum Memorial Hospital uses cloud-based systems to store patient history and lab
data.

* Sehat Kahani (a telehealth startup) runs its video consultation platform on cloud servers to connect
doctors and patients remotely.

H. Media & Entertainment - The Digital Revolution

The way we create and consume movies, music, and games is changing fast, thanks to technologies
like Cloud Computing.

e For Streaming Movies & Music (Like Netflix or Spotify)
e For Creating Special Effects (CGI in Movies)




Examples (Pakistan):

* ARY Digital and Hum TV use cloud platforms (YouTube, AWS) for streaming and global content
delivery.

l. Software Development - Building the Digital World

Cloud computing has completely transformed how software and apps are built, making it faster,
cheaper, and more collaborative.

Examples (Pakistan):

» Systems Limited and 10Pearls use AWS, Azure, and Google Cloud for software development and
testing.

* PTCL Cloud Services offer local cloud hosting for developers and startups in Pakistan.

Neural Networks and Deep Learning

1. Introduction

Neural Networks (NNs) are computer systems inspired by the way the human brain works.
They are used to make predictions, recognize images, understand speech, and much more.

Deep Learning is a part of Machine Learning that uses many-layered neural networks to learn
complex patterns from large amounts of data.

2. Structure of a Neural Network
A typical Artificial Neural Network (ANN) is made up of several parts:
a) Input Layer

e This layer receives data or features.

« Example: In an image recognition system, each pixel’s value is an input.

« It does not perform calculations — it just passes the information forward.

b) Hidden Layers
* These are layers between the input and output layers.

« They process the information using mathematical operations.
« Each hidden layer helps the network learn complex relationships in data.

e More hidden layers = deeper network — this is called Deep Learning.

c) Output Layer
e This layer gives the final result or prediction.

« Example: In image classification, it might output whether the picture is a cat or dog.
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Deep Learning

When a neural network has many hidden layers, it becomes 'a Deep Neural Network (DNN).

Deep Learning helps in:
« Image recognition (e.g., Face ID)

« Speech recognition (e.g., Siri, Alexa)
« Self-driving cars

e Medical diagnosis

Bias
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Activation Output
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Weights §=g(w.x+b)

Inputs

3. Important Components
a) Weights
e _Each connection between two neurons has a weight.

e |t controls how much influence one neuron’s output has on the next neuron.
o During training, these weights are adjusted to improve accuracy.

Example:
If a feature (like color) is more important for recognizing a fruit, its weight will be higher.




b). Bias — “The Adjustment Knob”

Definition:

Bias is an extra parameter added to a neuron, just like the intercept term (+b) in a linear equation:
[y=w_1x_1+w_2x_2+Db]

It allows the model to shift the activation function up or down, helping it fit data better.
Purpose:

Without bias, all neurons would always pass through the origin (0,0).

Bias lets the neuron adjust freely, improving accuracy.

Real-life Example:

Imagine you are a student who studies number of hours (x) and gets marks (y).

If you study 0 hours, you might still get 10 marks (maybe from class participation or luck).
That “extra 10 marks” is like bias (b) — it ensures the line doesn’t start from zero.
Example in a neuron:

If

[ Output = w x Input + b]
and

[w=2, Input =3,b=1]
then

[Output =2x3 +1 =7]
Here, bias = 1 helps shift the resullt.

c). Activation Function — “The Brain of the Neuron”

The activation function decides whether a neuron should “fire” or not — it adds non-linearity so the
network can learn complex patterns.

If we didn’t have activation functions, the network would just act like a simple linear equation, unable
to handle real-world problems like image or speech recognition.

Common Types and Examples:
a) Sigmoid Function

e Output range: (0,1)
« Used for: Binary classification (e.g., yes/no)

o Example: Predicting if an email is spam or not spam.

Where:

e o(x) is the output of the sigmoid function (ranges between 0 and 1)
* e is the base of the natural logarithm (= 2.71828)

e x is the input value (can be any real number)

Real-life example:

Imagine a teacher deciding whether to pass or fail a student.

If marks = 50%, output = 1 (Pass); otherwise, 0 (Fail).

Sigmoid smoothly converts scores into probabilities like 0.9 (90% chance of pass).




d). Loss Function — “The Judge or Evaluator”

Definition:

A loss function measures how wrong the network’s predictions are compared to the actual results.
It tells the model how far it is from the correct answer.

The goal of training an ANN is to minimize this loss — that’s what learning means!

a) Cross-Entropy Loss — for classification

Used when predicting categories (e.g., cat vs dog).

It punishes wrong confident predictions more.

Real-life example:

If your model says “I'm 99% sure this is a cat” but it's actually a dog — the loss is huge.
But if it says “I'm 55% sure it’s a cat,” the loss is smaller — because it’s less confident.

Forward and Backpropagation in Neural Networks
Neural networks learn through two main steps:
1. Forward Propagation — making a prediction

2. Backward Propagation (Backpropagation) learning from the error

1. Forward Propagation — “Prediction Phase”

Meaning:

Forward propagation is the process of passing input data through the network to get an output
(predication).

Each neuron processes data using weights, bias, and activation function.

2. Backpropagation — “Learning Phase”

Meaning:

Backpropagation is how the network learns from mistakes.

It compares the predicted output with the actual output and adjusts the weights and biases to reduce
future errors.

Purpose:
To minimize the loss (error) by updating weights and biases using a method called Gradient
Descent.
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Real-Life Example: Predicting Exam Results

Imagine a teacher wants to predict whether a student will Pass or Fail based on two things:

1. Hours studied per day (x;)
2. Hours of sleep per day (x;)

The teacher uses an Artificial Neural Network (ANN) to make predictions.

Step 1: Input Layer — The Data Enters
Each student’s data is fed into the ANN.

Student | Hours Studied (x4) | Hours Slept (xz) | Result
A 5 8 Pass

B 2 5 Fail

C 4 7 Pass
D 1 4 Fail

These inputs go into the input layer:
X, = Hours studied
X, = Hours slept

Step 2: Hidden Layer — Brain Processing
Each neuron in the hidden layer calculates:
[
z=w_1x_1+w_2x 2+b
]
and applies an activation function (like ReLU or Sigmoid).
Let's assume:
e Student B's input — (x1=2, x,=5)

« Weights — w;=0.6, w,=0.4




e Bias—b=05

Then:

[
z=(0.6x2)+(04x5)+05=12+2+05=37
]

Now apply the Sigmoid activation:

[

a=1/(1+e*-3.7)) = 0.975

]

So, output = 0.975 (close to 1) — means “Pass”

Step 3: Output Layer — Making the Decision
The output neuron gives:
e 1— Pass

e« 0 — Fall

So, the model predicts “Pass” with 97.5% confidence for student B.
Step 4: Compare with Actual Result — Calculate Error
Suppose the real result for student B was Fail (0).

Prediction = 0.975 (almost Pass).

Mean Squared Error (MSE)
Error (Loss) =[ Loss = (y_{pred} - y_{actual})*2 = (0.975- 0)"2] = 0.95

Binary Cross-Entropy Loss

For binary classification, logistic regression uses Binary Cross-Entropy Loss (also called Log Loss):

Loss = — [yactual . log(ypred) + (1 - yactual) ) log(l — ypred)]

Loss=-[yactual-log(ypred)+(1-yactual)-log(1-ypred)]

If
* Yactua =0
Then:

Loss = —[0 - log (0.975) + (1 — 0) - log (1 — 0.975)]
Loss = —log (0.025) = 3.6889

This large loss makes sense because the model was very confident (0.975) but wrong (actual was 0).

Step 5: Backpropagation — Learning from Mistake
Now the ANN adjusts the weights and bias:
e It checks how much each weight (w;, w;) contributed to the error.

« It slightly reduces or increases those values using Gradient Descent.




This means:
e Ifthe model relied too much on sleep hours, it'll reduce that weight.

o Ifitignored study hours, it'll increase that weight.

Step 6: Repeat Until Smart

After many rounds of “predict — compare — adjust”, the network learns the correct pattern:
“More study hours + good sleep = Pass”

“Less study or very low sleep = Fail”

Deep Learning

Introduction

Deep Learning is a special branch of Artificial Intelligence (Al) and Machine Learning (ML) that tries to
make computers think and learn like humans.

It uses Artificial Neural Networks (ANNs) — systems inspired by how the human brain works.

In deep learning, data passes through many layers of neurons, where each layer learns different patterns.
The more layers there are, the “deeper” the network — that’s why it’s called Deep Learning.

How Deep Learning Works (Simple Idea)
1. Input Layer: Takes in raw data (like an image, sound, or text).

2. Hidden Layers: Each layer finds patterns — like edges in a photo, words in a sentence, etc.
3. Output Layer: Gives the final result — like “Cat” or “Dog,” “Spam” or “Not Spam,” etc.

Deep learning improves as it gets more data and computing power(GPU).

Applications of Deep Learning

1. Natural Language Processing (NLP)
Deep learning helps computers understand and generate human language.
Uses:

¢ Chatbots and voice assistants (like Siri, Google Assistant, or ChatGPT)

e Language translation (like Google Translate)
e Sentiment analysis (finding emotions in social media posts)

Real-Life Example:
When you talk to ChatGPT or use WhatsApp voice typing, deep learning models process your words,
understand meaning, and generate replies.

2. Healthcare
Deep learning helps doctors analyze medical data to detect diseases, predict outcomes, and
personalize treatments.
Uses:
¢ Detecting tumors in X-rays or MRl scans




e Predicting patient risk levels
e Analyzing medical records automatically

Real-Life Example:
Google’s DeepMind created a deep learning system that can detect eye diseases with the same accuracy
as doctors using retina scans.
3. Fraud Detection
Banks and online businesses use deep learning to spot unusual patterns in financial transactions that
may indicate fraud.
Uses:
¢ Credit card fraud detection

¢ Fake account or transaction detection
e Riskscoringin financial systems

Real-Life Example:
PayPal and MasterCard use deep learning to monitor millions of transactions every second, instantly
blocking fraudulent activities.
4. Self-Driving Cars
Deep learning helps cars see, understand, and make decisions just like a human driver.
Uses:
e Detecting roads, signs, and obstacles

¢ Predicting movement of pedestrians and vehicles
e Controlling steering, braking, and speed

Real-Life Example:
Tesla’s Autopilot and Waymo (by Google) use deep learning to process camera and sensor data in real
time, helping the car drive safely.
5. Robotics
Robots use deep learning to see, move, and make decisions intelligently.
Uses:
¢ Object recognition

e Movement planning and control
¢ |Industrial and household automation

Real-Life Example:
Boston Dynamics robots (like Spot and Atlas) use deep learning to walk, jump, and perform complex
tasks like warehouse work or delivery.
6. Entertainment
Deep learning is widely used in movies, music, and games to make experiences smarter and more
realistic.
Uses:
¢ Personalized movie or song recommendations

« Voice and face recognition in games




e Automatic subtitles and dubbing

Real-Life Example:
Netflix and Spotify use deep learning to analyze your watching or listening habits and recommend what
you’ll like next.

Artificial Intelligence
Al is a broad field of computer science focused on making machines think and act intelligently, like
humans.
Goal:
Enable computers to make decisions, solve problems, and learn from experience.
Examples:
* Voice assistants (Siri, Alexa)
e Chess-playing robots
e Self-driving cars
e ChatGPT
Analogy:
Al is the entire universe of intelligent behavior in machines.
Machine Learning (ML)
Definition:
ML is a subset of Al that teaches machines to learn from data instead of being explicitly programmed.
Goal:
Use algorithms to find patterns in data and make predictions.
Examples:
¢ Email spamfilters
¢ Movie recommendation systems
e Predicting grades from exam scores
Analogy:
ML is a planet inside the Al universe — it focuses on learning patterns automatically from data.
Neural Networks (NN)
Definition:

A Neural Network is a mathematical model inspired by the human brain, made up of layers of neurons
(nodes) that process information.
Goal:
Automatically learn complex patterns by adjusting internal connections (weights and biases).
Examples:
e Handwriting recognition
* Image classification
* Predicting student grades based on exam data
Analogy:
NN is a specific ML technique — one of the tools ML uses to learn.
Deep Learning (DL)
Definition:
DL is a subset of neural networks that uses many hidden layers to model very complex data like
images, speech, or text.




Goal:
Automatically extract features and learn representations from massive datasets.
Examples:
+ Face recognition systems
e ChatGPT and GPT models
e Autonomous driving systems
Analogy:
DL is a super advanced version of Neural Networks — like a giant brain with many layers.

Data Sharing and Privacy
1. Data Sharing
Data sharing is the practice of making data available to others — individuals, organizations, or the public
— for analysis, collaboration, research, or decision-making.
Real-Life Examples:
e Healthcare: Hospitals share anonymous patient data with researchers to find disease patterns
(e.g., cancer, diabetes).

e Government: The Bureau of Statistics shares census data to plan schools, hospitals, and
infrastructure.

e Business: A supermarket shares its sales data with suppliers to keep popular products in stock.

Benefits:
¢ Improves Collaboration: Teams within a company can work more efficiently.

* Promotes Transparency & Research: Shared health data can lead to medical breakthroughs.
¢ Enhances Decision-Making: Governments can use shared data to design better public services.

e Better Customer Relationships: Companies understand customers’ needs and improve their
products.

2. Data Privacy
Data privacy (or information privacy) refers to the protection of personal or sensitive information from
unauthorized access, use, or disclosure. It ensures that individuals control how their data is collected,
used, stored, and shared.
What is considered personal data?

¢« Personally Identifiable Information (Pll): Name, ID number, address, birthdate, phone number.

¢ Personal Health Information (PHI): Medical records, lab results, diagnoses.
¢ Financial Information: Bank account details, credit card numbers.

Real-Life Example:

You have the right to know how a social media app uses your data (like your birthday or location) and
control who can see it.

3. The Conflict Between Data Sharing and Privacy

There is a natural tension between sharing data for good causes and protecting individuals’ privacy.




Aspect Data Sharing Data Privacy Conflict

Goal Promote openness and Protect individual rights More sharing can expose private
collaboration and confidentiality data

Access Encourage wider access Restrict access to prevent | Who should have access to and to
to datasets misuse what extent?

Value Maximizes innovation and | Maintain trust and legal Excess privacy can limit
knowledge compliance innovation; excess sharing can

cause breaches

Example | Government shares Citizens fear exposure of Balancing research benefits vs.
health data to improve personal medical records individual confidentiality
policy

Real-Life Conflict Example:
A city wants to use traffic camera data to improve traffic flow (data sharing).
However, these cameras can also track individual vehicles, which might violate drivers’ privacy.

4. Misuse of Personal Data
Using someone’s personal information in harmful, unauthorized, or unethical ways.
Real-Life Examples:

e Spam and Scams: Your email is sold to marketers or scammers.

¢ Identity Theft: A thief uses your ID number to take a loan in your name.

5. Safeguards Against Misuse
Governments have introduced laws to protect individuals’ data.
Key Regulations:
e GDPR (General Data Protection Regulation):
European Union law controls how personal data of EU citizens is collected, stored, and processed.

e CCPA (California Consumer Privacy Act):
U.S. law that gives California residents the right to know and restrict how their personal datais
used or sold.

Real-Life Application:
When a website asks your permission to use cookies, it’s because of privacy laws like GDPR, giving you
control over your data.
Steps to Resolve Data Privacy Conflicts in an Organization
When departments disagree on data use (e.g., marketing wants more data, legal wants to protect privacy),
follow these steps:
Step 1: Identify the Source of Conflict
Find out why it happened — common reasons:
 Unclear accessrules

e Different departmental needs (sales vs. security)

e FEthical concerns




Step 2: Negotiate and Compromise
Find a middle ground through:
¢ Data Minimization: Only collect what is necessary.
Example: An app asks only for your city, not your full address.

 Data Anonymization: Remove personal identifiers before sharing.
Example: Hospitals remove names from patient records before research use.

Step 3: Implement the Solutions
e Enforcing new rules and privacy policies

* Usedataencryption
e Train employees
e Monitor and improve regularly

Developing Data Governance Policies:
This means making clear rules for how data should be handled in an organization — who can use it, how to
protectit, and how to keep it accurate and safe.
Steps to Create Data Governance Policies
1. Assess the Current Situation:
First, check if the old data rules are still useful.
Example: A hospital reviews its old data rules and finds they don’t cover new digital health apps.

2. Identify Stakeholders:
Involve everyone who works with data — like IT staff, legal team, and department heads — so
everyone agrees on how to manage it.
Example: In a bank, both the IT and Legal teams work together to make sure customer data follows
privacy laws.

3. Evaluate Risks:
Find out what could go wrong — such as data leaks, hacking, or wrong data sharing.
Example: An online store checks for risks like hackers stealing customer credit card details.

4. Create Clear Policies:
Write easy-to-understand rules about how to store, share, and protect data.
Example: A school makes a rule that only teachers and parents can see student grades, not other
students.

5. Implement and Train:
Put the new rules into action. Train employees so they understand and follow them.
Example: A company holds a short training to teach workers not to share passwords or click
suspicious links.

6. Review Regularly:
Keep checking if the policies are working well. Update them when new laws or technologies come
out.
Example: A hospital updates its data rules when new patient management software is introduced.




Why It’s Important
Good data governance helps an organization:
¢ Keep data safe from misuse.

e Follow government privacy laws.
e Build trust with customers and employees.

How to Solve Data Privacy Conflicts:
Stakeholders are people or groups who have an interest, role, or are affected by the decisions,
actions, or outcomes of a project, system, or organization.
Sometimes, people in a company disagree about how to use data. For example, the marketing team
might want to use customer data for ads, while the legal team is worried about breaking privacy laws.
Here's how to fix these conflicts:
Step 1: Find the Root of the Problem
First, you need to figure out why people disagree. Common reasons are:
« Different Rules: The company's own rules about data are confusing or contradict each other.
« Different Expectations: Some people want data to be easy to access, while others want it to
be super secure.
« Ethical Concerns: People worry that collecting or using personal data is not the right thing to
do.
« Misunderstanding Laws: People interpret privacy laws differently.
« Global Differences: The company operates in different countries, each with its own data laws.
Step 2: Talk it Out and Compromise
Once you know the problem, the people involved need to talk and find a middle ground.
« Negotiate: Everyone should discuss what's most important to them and be willing to give a little.
« Balance Needs: They need to balance two things:
o Data Usability: Making data easy to use for business.
o Data Protection: Keeping data safe and private.
e Use Key Concepts:
o Data Minimization: Only collect the data you absolutely need. Don't be greedy!
o Data Anonymization: Remove or change personal details (like a house number) so that
the data can be used for analysis without identifying anyone.
Step 3: Put the Solution into Action
After everyone agrees, you have to make it happen.
» Use Tools: Implement security tools like encryption and firewalls.
« Train Employees: Teach everyone in the company about the new rules and why they are
important.
« Get Feedback: Ask people if the solution is working and improve it if needed.

Creating Good Data Rules (Data Governance Policies)
To avoid conflicts in the first place, a company needs clear and consistent rules for handling data.
Step 1: Check the Current Situation
Look at the existing rules.

e Figure out which rules are old and no longer useful.

« Understand why each rule was created and which ones cannot be changed because of the law.
Step 2: Identify the Key People
Find everyone who will be affected by or can change the rules (e.g., department heads, IT security,
legal team). Get their opinions to make sure the new rules work for everyone.




Step 3: Look at the Risks
Think about what could go wrong.
« What happens if data is stolen?
« \What are the penalties for breaking the law?
+ Could the company's reputation be damaged?
Step 4: Suggest New Rules
Based on your findings, propose new, clear rules. This might mean changing old rules, combining
them, or writing new ones from scratch.
Step 5: Make the Changes
Finally, put the new agreed-upon rules into practice. Update all documents, tell everyone about the
changes, provide training, and monitor how well the new rules work.

Part 3: The OECD's Privacy Principles
The OECD is a club of 37 developed countries that sets international standards. Even though Pakistan
is not a member, its principles are a global benchmark for good data handling.
Their main rules for data privacy are very simple and common-sense:
1. Limit Collection: Don't collect more personal data than you need.
Keep Data Good: The data you have should be accurate and up-to-date.
Be Clear on Purpose: Say why you are collecting the data.
Stick to Your Purpose: Don't use the data for something else.
Keep it Safe: Protect the data from thieves and leaks.
Be Open: Don't collect data in secret. People should know you have it.
Give People Rights: Individuals should have the right to see their data, correct it, and even
have it deleted.
8. Be Accountable: The company that collects the data is responsible for following these rules.
Real-Life Example:
A bank must: Tell you why it needs your salary slip (Purpose Specification), Keep it secure (Security
Safeguards), and Allow you to request or correct your data (Individual Participation).

NOoOOAWDN

Pakistan does not follow OECD privacy principles directly,
but it has developed its own data privacy framework — the Personal Data Protection Bill (PDPB)
which is inspired by OECD, GDPR (EU), and international privacy best practices.




